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About the speaker

● Graduated at the Faculty of Electrical Engineering and Computing 
in 2017

● During his PhD studies worked on several cyber security R&D 
projects; regularly participated in exercise events

● (Co-)Founded the university Spin-off CyberArrange in 2023

● Also worked/works as a Software Engineer and DevOps Engineer
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Why use cyber ranges?

● Allegedly, attacking real systems for training is not desirable

● Learning involves mistakes and requires structure and support

● Trainings and exercises benefit from feedback and after-action reviews

● It should be possible to test alternative scenarios and do experiments

● Cyber ranges provide a safe environment for training 

● Their features aim to solve the problems above
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Common cyber range features
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Why should we care for open-source CRs?

● Many commercial services are available…

● Flexibility - useful for experiments and internal research

● Creating specific training programmes, e.g. for onboarding

● Lower licensing cost - but demanding maintenance
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Our investigation

● We investigated ~20 open-source CR technologies for deployment in 
CyberArrange

● Some representative examples:
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Small scale trainings
(e.g. on workstations)

Medium-scale trainings Large-scale trainings

Docker Security Playground

AWS Cyber Range

…

Ludus

KYPO Cyber Range Platform

…

Open Cyber Range

DeterLab

…



These CRs rely on IaC and cloud technologies…
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Docker Security Playground (1)
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Docker Security Playground (2)
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Docker Security Playground (3)
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Docker Security Playground (4)
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AWS Cyber Range
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Ludus (1)
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user@ludus:~$ ludus templates list
+------------------------------------+-------+
|            TEMPLATE                | BUILT |
+------------------------------------+-------+
| debian-11-x64-server-template      | FALSE |
| debian-12-x64-server-template      | FALSE |
| kali-x64-desktop-template          | FALSE |
| win11-22h2-x64-enterprise-template | FALSE |
| win2022-server-x64-template        | FALSE |
+------------------------------------+-------+

user@ludus:~$ ludus range deploy
[INFO]  range deploy started

user@ludus:~$ ludus range status
+---------+---------------+------------------+---------------+-------------------+-----------------+
| USER ID | RANGE NETWORK | LAST DEPLOYMENT  | NUMBER OF VMS | DEPLOYMENT STATUS | TESTING ENABLED |
+---------+---------------+------------------+---------------+-------------------+-----------------+
|   JD    |  10.2.0.0/16  | 2023-12-31 18:42 |   4     |     SUCCESS       |     FALSE       |
+---------+---------------+------------------+---------------+-------------------+-----------------+
+------------+-----------------------------------+-------+-------------+
| PROXMOX ID |            VM NAME                | POWER | IP         |
+------------+-----------------------------------+-------+-------------+
|     107    | JD-router-debian11-x64            |  On   | 10.2.10.254 |
|     109    | JD-ad-dc-win2019-server-x64       |  On   | 10.2.10.11  |
|     113    | JD-ad-win11-22h2-enterprise-x64-1 |  On   | 10.2.10.21  |
|     114    | JD-kali                           |  On   | 10.2.99.1   |
+------------+-----------------------------------+-------+-------------+



Ludus (2)

14*Example from:
https://github.com/Synzack/ludus_sccm 

ludus:
  - vm_name: "{{ range_id }}-DC01"
    hostname: "DC01"
    template: win2022-server-x64-template
    vlan: 10
    ip_last_octet: 10
    ram_gb: 4
    ram_min_gb: 1
    cpus: 2
    windows:
      sysprep: true
    domain:
      fqdn: ludus.domain
      role: primary-dc
    roles:
      - synzack.ludus_sccm.install_adcs
      - synzack.ludus_sccm.disable_firewall

  - vm_name: "{{ range_id }}-Workstation"
    hostname: "Workstation"
    template: win11-22h2-x64-enterprise-template
    vlan: 10
    ip_last_octet: 11
    ram_gb: 4
    ram_min_gb: 1
    cpus: 4

https://github.com/Synzack/ludus_sccm


KYPO Cyber Range Platform (1)
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KYPO Cyber Range Platform (2)
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Open Cyber Range
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DETER/DeterLab

● Based on university simulator Emulab

● Runs over hundreds of physical machines

● Used for large–scale experiments and team exercises

● Global and federated usage

● Deter Agents Simulating Humans (DASH) toolkit
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Demo…
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● KYPO CRP

● Docker Security Playground



● Small scale CRs (e.g. DSP, AWS CR) make sense for smaller teams

● Bigger CRs require a larger infrastructure and specialized operators

● Features such as user and attack simulation are available only with 
larger CRs and come with a significant overhead

● Team exercise support varies a lot, many CRs primarily focus on 
individuals

● Creating new trainings is challenging and time-consuming

Conclusions
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Q&A

Contact: ivan.kovacevic@cyberarrange.com 

Alternatively, feel free to send a message on LinkedIn
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